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ACCUHASH
AccuHash is a utility for protecting the integrity and verifying the accuracy of data files using checksum The value calculated from content of file. There is several algorithms for do this - CRC32, MD5, SHA-1... calculation algorithms (CRC32 One of checksum calculation algorithms family based on Cyclic Redundancy Codes. CRC32 is used in SFV checksum file format, produced by many checksum utilities. CRC32 is not secure and easily can be forged. , MD5 MD5 is secure cryptographic checksum (message digest, hash) algorithm. RFC 1321 contains MD5 algorithm description and reference implementation of MD5 too. Used by MD5SUM utility. and SHA-1 (Secure Hash Algorithm) designed by the National Security Agency (NSA) in 1993 as the algorithm of the Secure Hash Standard (SHS, FIPS 180).). It will allow to easily and quickly verify integrity of files downloaded from Internet, transferred over a network and/or burned onto CD/DVD.

Adding an little checksum file Relatively small text file which contains the checksum values of other files with their names and optionally with other attributes. Usually based on CRC32, MD5 or SHA-1 algorithms. CRC32 usually is used only for control the casual damages of files because of the insecure nature of CRC32 algorithm. MD5 or SHA-1 algorithms allows to protect files from intentional tampering.  (SFV (Simple File Verifier) - checksum file format, contains CRC32 checksum values of files. SFV is widely used in binary newsgroups, MP3 and ISO exchange networks and other communities. , MD5SUM Popular utility widely used for verifying integrity of files using MD5 hash function. MD5SUM exists almost on every Unix-system and output of MD5SUM is de-facto standard for MD5 checksum files. and BSD-style HashSet (checksum file) format, which allows to use any checksum (hash) calculation algorithm - CRC32, MD5 or SHA-1, for example. Also use plain text file, same as MD5SUM and SFV, but not limited by MD5 and CRC32 algorithms as MD5SUM and SFV respectively.  formats supported) to your data files will easily verify their integrity at any time later. This utility is especially effective if you have many files, many folders, or both. And it's extremely fast and very handy.
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Forensics Toolkit (FTK)
Forensic Toolkit (FTK) is recognized around the world as one of the standards in computer forensics investigation technology. This court-validated digital investigations platform delivers cutting-edge analysis, decryption and password cracking all within an intuitive, customizable and user-friendly interface.  The Forensic Toolkit is distributed by AccessData.
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Two Case Reports named CASE50 and CASE55 are practice FTK Case Reports I worked on and completed in forensics training.  Located in the Hard Copy of my Portfolio.
NIST Time Servers
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SNAGIT

A way to handle vital screenshots.[image: image24.png]=18 %]
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LAB 29 — Kevin Hohn (spring(9)

Syncing with a government time server can help in a court of law on
determining accuracy of event times.

s NISTIME 32 -- 32-bit TCP. Time Client EER
Ele QueryServer TimeZone Daylight Time Help
Current Settings:
Local Standard Time - UTC= -4:00
Day. Sav. Time: Enabled; Time to File: Off, Err to file: Off
Server 1 selected using NTP fmt on port 123.
Periodic Queries: OFF

IComputer Time: 2009-03-31 (0] 18:

Select Time Server and Network Message Format
Use tcp port 13 by defauk. Check bo o1 UDF port 123 (NTP i)
 time-aistgov (Mayland) ¥ Using NTP Fomat
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WINHEX

The use of WinHex to locate data by a string search regardless of how the operating system views it.
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Office Key – Password Recovery Tool
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ISOBUSTER

Identifying hidden information within a CD-ROM[image: image27.png]64709.pdf - Adobe Reader =18 %]
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LAB 15

Password was “al” and it was found successful.

Recover Online  Support Settings  Order
Testing password: al B

| (Testad 338 passwords in O0sec)

| Passwords checked per second: 2,942

| Brute-force atack has found the passiword.
Done: tested 398 passwords in 00sec:
Altack spezd [passwords per second): 1,501

FileOpen passivord: [a1] (no brackets) <Copy>
Workbook password: no passwrd is set

Wrebhnnk charian maos ik nn massuesd i 181

Ready

s G ER® ERE D Y2 »|[Qseni.| @oie.. | @Lan.. | B Let.. | B Pere.. | B wesd..| []gen.. [ =37 £ Local..| &3 FIK @S 5P





STEGANOGRAPHY

Hiding and Recovering of Files into Picture Files
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Hash Calculator

Calculator to compute multiple hashes, checksums and HMACs for files, text and hex strings.  a compact digital fingerprint of a file. It is extremely unlikely that any two non-identical files existing in the real world will have the same MD5 hash
[image: image3.png]dsey oo




[image: image4.png]Ff Hash Calculator v1.1.0.

Fie

MDS
SHAT

RIPEMD-160

HAVAL

CRCa2

I™ Stayontop

C\Dosuments and Setings\nom2004-03\Deskiophdiney.pg

S04SFLOABLFE77776457374D902E5638
3123776878496 EALC207F 4D 49F LEAOERF SLLET

9956805775781934L3747CEZ8L94F764SF4EITDF

Passes [3 = Length [128.7,

BFEEOFDSEIE15ADFFIBAB4SSTOSDSCE

74870088 File sice:

Caloulate. {7t

3020

Est





DriveSpy
DRIVESPY is designed to emulate and extend the capabilities of DOS to meet forensic needs. DRIVESPY processes large hard drives, FAT12/16/16x/32/32x partitions, hidden DOS partitions, non-DOS partitions, long file names, file creation / modification / access dates, erased files, slack space, and unallocated space.

Example DRIVESPY.INI

; This file contains license and File Type and Group

; Information. The file MUST exist in the same

; directory as DRIVESPY.EXE

; DO NOT MODIFY ANY INFORMATION IN THE LICENSE SECTION!

; Doing so will invalidate the operation of DRIVESPY

[License]

Name=Invalid User

Organization=Bogus Corp, Inc.

Functionality=Full

Licenses=1

Notes=This Info is Bogus

Expiration=None

Key=1234-ABCD-5678

; Declare file type headers in the next section

; 1. Specify the file type name you would like to use as the record key. The

; key may be more than three characters.

; 2. An equal sign (=) follows the file type key.

; 3. Specify the starting offset of the header code after the equal sign

; (Offset 0 is the first byte in the file).

; 4. A colon (:) comes next.

; 5. Specify the actual header code following the colon.

; 6. ASCII strings and hex/decimal values may be intermixed by enclosing

; ASCII strings within quotes and separating numbers and strings with

; commas. Numbers may be specified as decimal values or hex values

; (precede hex values with "0x". The offset value may be specified as a

; decimal or hex value as well.

; 7. Here are some examples:

; abc=0x00:"abc000"

; bigfile=15:"big",27,27,0x1B,"cat"

; XXX=0x1C:0x1B,0x00,"dog"

[File Headers]

;ARC Compressed Archive

ARC=0x00:0x1A,0x08

;ARJ Compressed Archive

ARJ=0x00:0x60,0xEA

;Intel Video File

AVI=0x08:"AVI "

;Windows Bitmap

BMP=0x00:"BM"

;Corel Draw (DRW)

CDR=0x00:"WL"

;Harvard Graphics Chart

CHT=0x00:"Falc"

;DOS CPI File

CPI=0x00:"FONT"

;Paradox 4 DataBase

DB=0x02:0x00,0x00,0x08,0x00,0x02

;DBase

DBF=0x00:0x8B,0x5B

;Microsoft Word

DOC=0x00:0xDB,0xA5,0x2D

;Dynamic Link Library

DLL=0x00:"MZ"

;Windows Driver File

DRV=0x00:"MZ"

;Display Write 4

DW4=0x00:"0x80,0x00,0x00,0x09,0x20,0x00,0x4F,0x7B

;Graphics Interchange Format (All)

GIF=0x00:"GIF"

;Graphics Interchange Format (87a)

DriveSpy (continued)

GIF87a=0x00:"GIF87a"

;Graphics Interchange Format (89a)

GIF89a=0x00:"GIF89a"

;Windows 3.1 Group File

GRP=0x00:"PMCC"

;Screen Show Graphic

GX2=0x00:"GX2"

;JPEG

JPG=0x06:"JFIF"

;LHARC Compressed Archive

LZH=0x00:"lh"

;MIDI File

MID=0x00:"MThd"

;Corel Draw PAT File

PAT=0x00:"WL"

;Freelance Graphics

PRE=0x00:"DEBR"

;Quicken Data File

QDT=0x00:0x5F,0x02,0xFF,0xFF,0x40

;AMI Pro 3.0

SAM=0x00:"VER"

;Superbase 4

SBP=0x00:"SBP"

;Superbase 4

SBV=0x00:"FEDF"

;Harvard Garphics 3.0

SH3=0x00:"HHGB1"

;Harvard Graphics Show File

SHW=0x00:"SHOW"

;Harvard Graphics (Dos) Symbol File

SYM=0x00:"Smbl"

;Harvard Graphics Windows Symbol

SYW=0x00:"AMYO"

;Harvard Graphics Windows Symbol

TD0=0x00:"TD"

;TIFF Graphics File

TIF=0x00:"II"

;Waveform Audio

WAV=0x08:"WAVE"

;Lotus 123 Worksheet

WK3=0x00:0x00,0x00,0x1A,0x00,0x10,0x04

;Quattro Pro Worksheet

WQ1=0x00:0x00,0x00,0x02,0x00,0x20,0x51,0x06

;Windows Write

WRI=0x00:0x31,0xBE

;Excel 4.0

XLS=0x00:0x09,0x04,0x06

;Excel 4.0

XLT=0x00:0x09,0x04,0x06

;ZIP Compressed Archive

ZIP=0x00:"PK"

;ZOO Compressed Archive

ZOO=0x00:"ZOO"

; Declare file type groups in the next section

; 1. Group key is declared first

; 2. Specify file types to be included in the group separated with commas

; 3. Do not use any spaces between file types

; 4. File Types may be included in more than one group

; 5. File Types can be any of those specified in the previous section

[File Groups]

ARCHIVES=ARC,ARJ,LZH,ZIP,ZOO

AUDIO=WAV

DATABASES=DB,DBF,SBP,SBV

DOCUMENTS=DOC,DW4,SAM

FINANCE=QDT

GRAPHICS=BMP,CDR,GIF87A,GIF89A,JPG,PRE,SH3,TIF

SPREADSHEETS=WK3,WQ1,XLS,XLT

DriveSpy (continued)

VIDEO=AVI

; Declare Groups of Search Codes/Strings in Sections Starting with "Search "

; You can have as many SEARCH sections as you would like

; 1. Desired Accuracy (in percent) is declared first (50-100)

; 2. A colon (:) follows the accuracy value

; 3. Specify the actual search text/code following the colon

; 4. ASCII strings and hex/decimal values may be intermixed by enclosing

; ASCII strings within quotes and separating numbers and strings with

; commas. Numbers may be specified as decimal values or hex values

; (precede hex values with "0x").

[Search Alpha]

100:"train"

80:"track"

90:"abc",0x1B,10,"defgh"

[Search Bravo]

100:"help"

80:"command"
Social Security Numbers

An understanding of how social security numbers are constructed so they can be identified during a forensics examination.

http://www.socialsecurity.gov/employer/stateweb.htm
Since 1973, social security numbers have been issued by our central office. The first three (3) digits of a person's social security number are determined by the ZIP Code of the mailing address shown on the application for a social security number. Prior to 1973, social security numbers were assigned by our field offices. The number merely established that his/her card was issued by one of our offices in that State.

THIS DATA IS STRICTLY FOR INFORMATIONAL PURPOSES



The chart below shows the first 3 digits of the social security numbers assigned throughout the United States and its possessions.
	001-003 
	New Hampshire
	 
	261-267 
	Florida
	 
	449-467 
	Texas
	 
	530 
	Nevada

	004-007 
	Maine
	 
	589-595
	 
	 
	627-645
	 
	 
	680
	 

	008-009 
	Vermont
	 
	766-772
	 
	 
	468-477 
	Minnesota
	 
	531-539 
	Washington

	010-034
	Massachusetts
	 
	268-302 
	Ohio
	 
	478-485 
	Iowa
	 
	540-544 
	Oregon

	035-039 
	Rhode Island
	 
	303-317 
	Indiana
	 
	486-500 
	Missouri
	 
	545-573 
	California

	040-049 
	Connecticut
	 
	318-361 
	Illinois
	 
	501-502 
	North Dakota
	 
	602-626
	 

	050-134 
	New York
	 
	362-386 
	Michigan
	 
	503-504 
	South Dakota
	 
	574 
	Alaska

	135-158 
	New Jersey
	 
	387-399 
	Wisconsin
	 
	505-508 
	Nebraska
	 
	575-576 
	Hawaii

	159-211 
	Pennsylvania
	 
	400-407 
	Kentucky
	 
	509-515 
	Kansas
	 
	750
	 

	212-220 
	Maryland
	 
	408-415 
	Tennessee
	 
	516-517 
	Montana
	 
	751
	 

	221-222 
	Delaware
	 
	756-763
	 
	 
	518-519 
	Idaho
	 
	577-579 
	District of Columbia

	223-231 
	Virginia
	 
	416-424 
	Alabama
	 
	520 
	Wyoming
	 
	580 
	Virgin Islands

	691-699
	 
	 
	425-428 
	Mississippi
	 
	521-524 
	Colorado
	 
	580-584 
	Puerto Rico

	232-236 
	West Virginia
	 
	587
	 
	 
	650-653
	 
	 
	596-599
	 

	232 
	North Carolina
	 
	588
	 
	 
	525,585 
	New Mexico
	 
	586 
	Guam

	237-246
	 
	 
	752-755
	 
	 
	648-649
	 
	 
	586 
	American Samoa

	681-690
	 
	 
	429-432 
	Arkansas
	 
	526-527 
	Arizona
	 
	586 
	Philippine Islands

	247-251 
	South Carolina
	 
	676-679
	 
	 
	600-601
	 
	 
	700-728 
	Railroad Board**

	654-658
	 
	 
	433-439 
	Louisiana
	 
	764-765
	 
	 
	729-733
	Enumeration at Entry

	252-260 
	Georgia
	 
	659-665
	 
	 
	528-529 
	Utah
	 
	 
	 

	667-675
	 
	 
	440-448 
	Oklahoma
	 
	646-647
	 
	 
	 
	 


NOTE: The same area, when shown more than once, means that certain numbers have been transferred from one State to another, or that an area has been divided for use among certain geographic locations.
Any number beginning with 000 will NEVER be a valid SSN.
The information in our records about an individual is confidential by law and cannot be disclosed except in certain very restricted cases permitted by regulations.
** 700-728 Issuance of these numbers to railroad employees was discontinued July 1, 1963.
CANADIAN SOCIAL INSURANCE NUMBERS

Social Insurance Numbers can be validated through a simple check digit process called the Luhn Algorithm.

 046 454 286 <--- A fictitious, but valid SIN

 121 212 121 <--- Multiply each top number by the number below it.

The result is:

 086 858 276

Notice that, in the second-to-last column, 8 multiplied by 2 is equal to 16. In the case of a two-digit number, simply add the digits together (1 + 6) and insert the result (in this case, 7). When writing a program to complete this task, minus 9 might be simpler to implement (in this case 16 - 9 = 7).

Then, add all of the digits together:

 0+8+6+8+5+8+2+7+6=50

If the SIN is valid, this number will be evenly divisible by 10.

The first digit of a SIN indicates the province in which it was registered:

1: Atlantic Provinces: Nova Scotia, New Brunswick, Prince Edward Island, and Newfoundland and Labrador 

2: Quebec 

3: Quebec 

4: Ontario (including overseas forces) 

5: Ontario 

6: Prairie Provinces (Manitoba, Saskatchewan, and Alberta), Northwest Territories, and Nunavut 

7: Pacific Region (British Columbia and Yukon) 

8: Not used 

9: Temporary resident 

0: Not used (Canada Revenue may assign fictitious SIN numbers beginning with zero to taxpayers who do not have SINs) 

Note: While the first digit usually identifies the location of registration, the government has found it necessary in the past to supply certain regions with SIN numbers assigned to other regions.
International Country Codes
A forensics examination sometimes requires the identification of country code phone dialing patterns.

http://www.countrycallingcodes.com/
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Anatomy of Telephone Numbers
First 3 digits are the Area Code and the rest are the Local Number.

When Area Code Numbers are found in a forensics examination, identifying physical locations of a suspect is critical to an investigation.

http://www.yellow.com/areacode.html
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Information Strings: Anatomy of IP Addresses

[image: image7.png]OBJECTIVE:

To become more familiar with IP addressing and the importance of subnet
masking and how this information relates to computer networking and your
computer.  Forensics examiners should be able to recognize TP addresses, TP
addressing schemes and subnet masks during an examination and know how to
correlate discovered IP addresses with their assigned owners.

OVERVIEW:

‘This exercise involves understanding the structure of IP addressing and subnet
masking. You will identify the class and default subnet mask of several IP
addresses. You will also identify the host organization of several public facing [P
addresses.

STEPS:

1. Identify the class of each IP address and its associated default subnet mask:

1P Address Class Subnet Mask
199.200.20.2 ol 255.255.255.9
20122.15.0 7 255.155.255.6
15.22.105.0 4 25088
144.75.6.0 B 255.255.8.8
224.9.145.0 . 255.255.255 .4
167.92.1.0 B 255 255.4.8

2. What is unique about the IP address 127.0.0.1? Tt5 auorys fle LMALB"{QG*

- ADDLESS
3. The IP address 207.46.245.60 belongs to what organization?,y,s,s monec .wis . €ova
4. The TP address 207.46.35.134 belongs to what organization? Mic Roserr Cogpo@ation

5. ‘The IP address 198.81.129.100 belongs to what organization? AN% Cowsomiéar cws T
W) .Cra. Gov




Data Mining the Windows Registry for Program and Start History Information
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Clicked on the ROT13 Icon which then converted every letter 13 letters later in the alphabet which raps around the end and beginning of the alphabet.
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Data Mining the Windows Registry for USB Store Information

I just recently had my 8gb SanDisk Cruzer “Micro” which is clearly identified in the screenshot below.
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Hide and Identify Hidden Drives by Viewing Registry Setting Information
Successfully Hid the A Drive… (as seen below)
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Successfully Restored the A Drive… (as seen below)
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Describing the Windows Registry
Windows NT-based systems store the registry in a binary hive format which is the same format that can be exported, loaded and unloaded by the Registry Editor in these operating systems. The following Registry files are stored in SystemRoot\System32\Config\:

· Sam – HKEY_LOCAL_MACHINE\SAM 

· Security – HKEY_LOCAL_MACHINE\SECURITY 

· Software – HKEY_LOCAL_MACHINE\SOFTWARE 

· System – HKEY_LOCAL_MACHINE\SYSTEM 

Registry Keys are similar to folders - in addition to values, each key can contain subkeys, which may contain further subkeys, and so on. Keys are referenced with a syntax similar to Windows' path names, using backslashes to indicate levels of hierarchy. E.g. HKEY_LOCAL_MACHINE\Software\Microsoft\Windows refers to the subkey "Windows" of the subkey "Microsoft" of the subkey "Software" of the HKEY_LOCAL_MACHINE key. There are six Root Keys:

· HKEY_CLASSES_ROOT 

· HKEY_CURRENT_USER 

· HKEY_LOCAL_MACHINE 

· HKEY_USERS 

· HKEY_CURRENT_CONFIG 

· HKEY_DYN_DATA 

Clearing User History – How Users Cover Their Tracks
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Creating and Detecting Alternate Data Streams
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Tracing recovered email headers
I used hotmail for my example,... I right-click on any email and choose to view message source for the header information.
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TranslatingForeign Language Documents

English: It is a warm day today!

German: Es ist ein warmer Tag heute!

Spanish: La lluvia en Espana cae principalmente en el llano

English: Rain in Spain falls mainly in the level one

[image: image20.png]Yahoo! Babel Fi

B~ o oo

Fle Edt View Favoites Took Help

Text Translation and Web Page Translation - Windows Internet Explorer

Ue Fovates | 75 &) LANDeok® Management S LOMS Alomatve & Malbrshal'eb Corsole & KATE Knowledge Acund T

New User? Sign Up  SignIn  Help Get Yahoo! Toolbar
YAHOO!, BABEL FISH Qooa
Translate a block of text | - (Enter up to 150 words )

Select from and to languages 7] _Transite

Translate a web page &

[nttp:/7

Select from and to languages 7] _Transite





HIDER

Hid an attachment “cats.jpg” within another file “disney.jpg” and password protected it with password “happy1”…
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